Back to Basics

By Roy W. Urrico

Take Charge

Gaining Control of Chargebacks

inimizing or eliminat-

ing fraudulent charge-

backs is an investment

in current and furure
business. Merchants prorecr rtheir bor-
tom line and customer base, and inde-
pendent sales organizations (ISO),
acquirers and processors protect
against credibility loss.

Participating financial institutions,
card associations, merchants and the
merchant’s bank all agree to the credit
card system rules regarding charge-
backs. Under this scheme, a financial
institution can overturn a transaction
within a specific period.

There are two types of chargebacks:
procedural and substantive. Procedural
dispures are raised by issuers for rea-
sons relating to the form of the trans-
acrion Or some eIror in processing.
For this column, we’ll focus on sub-
stantive chargebacks. Examples of
substantive chargebacks are: unau-
thorized transactions, undelivered
goods or services, or dissarisfacrion
with delivered goods or services.

Credit card associations offer card-
holders the power to challenge charges
that occur due to theft, fraud or error.
Fraudulent charges that result in trans-
action reversals can transpire with or
without a cardholder’s knowledge.

“A merchant will lose revenue from
two types of chargebacks,” says Ted
Svoronos, vice president of e-com-
merce for StrikeForce Technologies,
which provides authentication solu-
tions — chargebacks related to iden-
tity theft and opportunistic charge
reverses from individuals not wishing
to pay for goods.

Either way, it is bad news for mer-
chants. Merchants not only lose the
product and the sale but also must pay
a chargeback fee (sometimes $10 to
$30) 1o the issuing bank.

Point-of-sale (POS) chargeback rates

are approximately 1 percent of all
sales. Possible chargebacks for online
sales are greater, so the harards for
banks and merchants increase as well.
Thar explains why for every fraudulent
transaction that occurs online, two to
three are tumed away because they
look fraudulent, explains Svoronos.

The bad news does not stop there. A
chargeback resulring from identicy
theft will probably wind up wich the
consumer whose identiry was stolen
losing confidence in the merchant.

For 1SOs, acquirers and processors, a
run of chargebacks could affect their
standing in the transaction supply
chain, according to Svoronos.

“Everything is based on credibility
and credit history,” he says.

Card associations identify acquirers
that cannot control the ratio of fraud
volume or chargebacks. Acquirers also
can be subject to hefty fines and lose
their Merchant Credit Accounts.
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Speed Up the Process

Last summer, Visa announced that it
had begun implementing system
upgrades. The upgraded systems are
expected to expedite the process for
resolving cardholder purchase dispures
through improved automarion and
communication, streamlining rules
and procedures, and using electronic
rransmission in place of paper docu-
ments and the mailbox.

The Visa initiative was named Re-
Engineering Dispures (RED). Visa
Resolve Online, 2 Web-based tool, is
considered a key component of the ini-
tiative and is expecred o play a major
role in speeding the dispute tesolution
process. Most cardholder disputes will
be resolved within just one billing cycle.

“All stakeholders will benefit from a
dispute resolution process that provides
them with better access to information,
more options for communicating and
ultimately faster resolution of their




disputes,” szid Dave Van Hom, vice
president of Visa USA in a company
statement. This transformation repre-
sents a mutually beneficial solution to
dispute resolution issues, he added.
According to Van Hom, initial sys-
tem upgrades were a significant factor
in the 21 percent decline of charge-
backs in 2002, resulting in approxi-
mately $238 million less in losses, a
significant savings for merchants.

Identify Theft

The most common reason for
chargebacks when it comes to mail,
phone and Intemet orders is non-
possession of a card. This is because,
in most cases, transaction approval is
based on having a credit card number
and an expiration date.

“We are authenticating a credit card.
.. [We] are never identifying the user of
the card,” says Svoronos. “You can min-
imize and possibly eliminate [charge-
backs| by not automarically approving a
card online. ... Receiving just a credit
card number and an expiration date
does not validare an identity,” he adds.

This is particularly problematic for
the e-commerce chain, with ID theft
costs at an all-time high.

According to the Federal Trade
Commission:

On average, victims of “new accounts
and other frauds” ID thefr indicared
that the person or persons who misused
the victim's personal informarion had
obtained money, or goods and services,
valued ar $10,200 using the victim’s
information. This result suggests that
the toral loss to businesses, including
financial institutions, from this type of
ID theft was $33 billion in the last year
(2002-2003).

Adding the costs that resulted from
“misuse of existing credit cards and cred-
it card accounts only” ID theft and from
“misuse of other existing accounts” ID
theft to those from “new accounts and
other frauds,” the roral cost of this crime
approaches $50 billion per year, with
the average loss from the misuse of a vic-
tim’s personal information being $4,800.

Chargebacks also result from confi-
dentiality viclations. “Privacy infringe-

ments are not necessarily a result of
chargebacks but rather chargebacks
are a result of privacy infringements,”
says Howard Cohen, president and
CEO of My Virual Card, a
StrikeForce Technologies partner.

Stop Fraudulent
Chargebacks

StrikeForce Technologies has devel-
oped a solution called Centralized
Qut-of-Band Authenticarion Solution
(COBAS), designed to srop charge-
backs by verifying identiries in brick-
and-mortar transactions or online
purchases. “The problems with ID
thefr and fraud is you are not catching
it at the outset,” says Svoronos. “We
are a proactive system.”

StrikeForce believes there is a fun-
damental fatal flaw in existing com-
puter security — the pairing of
usernames with credentials (idenri-
fier) sent over vulnerable network
pathways. Regardless of the password
scheme or device, tying a username
with  authenricarion
makes hacking possible.

In a typical connection, the user sends
a message asking a secure server to grant
access. The server then replies with a
request for the client to supply its cre-
dentials (identifier or identiry). Once
that informarion is received, an authen-
tication process takes place. The server
returns the authentication approval or
denial to the user using the same vul-
nerable nerwork path.

From that moment on, says Svoronos,
the username and credential (identifier)
are inextricably linked. Once a hacker
has a users identifier, a piece of the secu-
rity equation, it is only a matter of time
o get the other. The COBAS model
creates a separate “out-of-band” path-
way for authenticaring a user’s creden-
tials, away from the client network and
out of teach for hackers or intruders.

“Our technology authenticates each
and every transaction... We eliminate
the identifier and obtain the iden-
tity...you have to verify the identity, ”
adds Svoronos.

COBAS has an open architecture
platform that serves as a central point

acceptance

of control and management of
domain, virtual private network
(VPN) and Web access — with an
ability to layer biometric devices.
“Qur solution is simple and sophisti-
cared,” says Svoronos. “This offers
credit card companies and cash card
companies the ability to use our tech-
nology to stop ID theft.”

Among Strike Force’s partners is
Centipaid, which uses COBAS 1o
integrate parental control and spend-
ing limits to its digital cards using
StrikeForce out-of-band technology.
“Our software sits inside any organiza-
tional network,” explains Svoronos.
“When a transaction comes up our
software goes to work instantly.”
COBAS can be set up onsite or be
outsourced. For example, Panasonic
built a facility just to handle transac-
tion authentication.

Ramifications

If chargebacks and fraud are not bet-
ter managed, there are enduring and
mounting threars ro merchants’ bot-
tom line, which carries over to 1SOs,
acquirers and processors. This is par-
ticularly true for e-commerce. “Only 5
percent of people with computers do
online transactions,” says Svoronos.
“They are scared to death.”

From a business perspective, the
online fraud issue may be overblown,
according to one industry source.
Financial Insights, a research and
advisory firm, reported last July thar
merchant participation in Verified by
Visa — a program that protects mer-
chants from fraud liability — is lagging.
The main reason: contrary to popular
opinion, online fraud is not vet a
major U.S. problem. “While protec-
tion from chargebacks is important,
the largest merchants already have
low fraud rares and will need lower
interchange rates to see value from
the technology,” says Aaron
McPherson, research manager of retail
payments at Financial Insights. 77
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